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Smart Energy Day: Cybersecurity

Observations, actions and trends
from a Smart Energy Gateway
developer
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Building steadily since 2016

[, 4 A
&8 2 solutions

Asset Monitoring Platform
Teleport Gateway

Reliable & secure

Part of critical infrastructure

99,9% availability
IS027001 certified

Netherlands, Belgium, Spain, Germany
Grid operators, Asset owners, Energy traders

Our track record
now

Unlocking 1GW of flexibility
with the Teleport

Monitoring 10 000KM
of cables and pipelines
with the AMP
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Our solutions

For grid operators (TSO, DSO):
Asset Monitoring Platform

« Bringassets onlinewith loT
« Monitor critical infrastructure

AN
Tennetr  Gasuie

Cable oil pressure Cathodic protection
(200 devices) (11k devices)

STEDIN"

6 loT use cases
(2k devices)
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The Teleport

What is the Teleport?

- The Teleportis a gateway designed to enhance the
flexibility and profitability of energy assets.

« |t connectsthe assets securely to the cloud and
allows real-time remote control via one single API.

250+

asset types

Solar panels Wind turbines Batteries Meters




Use cases

Maximizing value of your assets

1. Solar curtailment
(imbalance / aFRR)

2. Wind curtailment
(imbalance / aFRR)

3. Battery trading
(Utility scale, C&I, Mobile batteries)

4. On-site EMS

5. Dynamic load management
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6. Cable pooling

7. Realtime interface

8. Energy hubs

9. Your use case?



The Teleport

Simplify connectivity, protect your grid connection
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The Teleport

Simplify connectivity, protect your grid connection

@ With Teleport

N

Your IT system Your grid connection

24/7 protected %

O Solar [PV] inverters =%° Wind turbines

D> Battery Energy Storage Systems &= Electric vehicles
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The new energy system

1. From demand drive to supply driven
2.Centralized to decentralized

5. Predictable to unpredictable



The new standard

e Continuous forecasting
e Continuous matching of supply and demand

e Continuous steering/ asset control
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Types of Control

Controlling assets is the name of the game

Negative hourly prices (Day-ahead EPEX)
Imbalance (Curtailment)

Congestion

Real-time Interface

Local Control



Types of Control

Day-ahead price

Inkoopprijs

“— Zondag 2 jul

€ -0,089 /kWh € 0,357 /m? € 0,357 /m?
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Types of Control

Imbalance
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Time

O Imbalance price for shortage (Take from system)
2 Imbalance price for surplus (Feed into system)



Types of Control

Grid congestion

1.2 MW
1.0 MW
0.5 MW - 1 2
FY Generation
b 0.6 MW —— Grid Limit
nE_ ' CBC Period
Curtailment
0.4 MW 4
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0.0 MW - - - :
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Time of day




Types of Control

Real-time Interface

The Realtime Interface \ € oexs
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\ STEDIN®

Customer endpoint
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Real-time interface connection
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\ DSO endpoint

Solar [PV mverters]
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PCC (Point gof Common Coupling)
™ ;’ e e \
Measuring:
* active power Cu stomer | DSO

¢ reactive power
= voltage per phase \
¢ current per phase

Figure 2: Realtime Interface setup diagram



Types of Control

Local control (dynamic feed-in)

Solar system Factory
(1 MW) (500kW)

®

Grid connection
(500kW)




Types of Control

All steering combined

3.1 Balancing service provider [BSP]*

v

Market parties
— Manmtaring and
control data

E (=il
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3.2 Congestion service provider [CSP)*

I
I

Connected parties Hetwork operator
el et |
Realtime Interface ﬁ
p Sl [PY] vty ™ 1 -~ . m I — lﬂ_
- L f'-\ [-1-1.T
g Wesneran 1 b.:hmlmtmﬂ, o | 2. Control command
I @ I in case of congestion
B Huneries - I The Teleport D50 endpaint I
& (D
Meter Paint of Grid
cannection
- - - - L] EI,E ' I t
Control signal prioritization T e
1. Clesed control loop
by t hE TE I.EPD rt m— 3. D50 control commands & data
— 3.1 Congestion markel control commands & data®
le.g. CBC contract]
3.2 Balancing market commands & data®

le.g. curtailment, aFRR, FCR]

* Can be same or dilferent parties




Cyber trends

1. Industry sectors(Solar)

2.Grid operators

S5.EU



Impact on market (and Withthegrid)

1. Controllability separate role
2. Certification on company level
3. Official role (e.g. Dutch metering role)

4. Auditability



withthegrid

Paul Mignot

Co-Founder & CEO

OUGStiOnS? +316 26 414 492

paul@withthegrid.com
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